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General information

1. What is Internet Banking (IB) Pro?

The Bank has invested in a new omnichannel solution to benefit from aligned customer experience
support across all segments (Retail, Select and Corporate).

Internet Banking Pro is the new internet banking platform for non-individual customers (Corporates, SMEs,
Associations etc.) to view their accounts, transact securely and more.

2. How to get started on Internet Banking (IB) Pro?

Please ensure the following steps and requirements are completed during the registration process:

e Complete the Internet Banking Registration Form obtained from the Customer Service team.
All fields must be accurately filled in and submitted in original wet-ink format.

e Ensure you provide a Work SMS (Mobile) Number and Work Email Address for each user (Basic
or Signatory) in the Registration form. Each user must provide both a work mobile number
and a work email address.

e Your email address and mobile phone number will be used as a unique identifier (for each
user) to login onto IB Pro.

e The email address and mobile number should therefore be unique to you and not be used by
any other third parties (For example: colleague, child, proxy or parent) for banking purposes.

e Any mandates provided to the bank (e.g. Board Resolutions) must clearly state that all
signatories are authorized to sign on all required documents/IB transactions.

Registration:

Get started in 3 steps:

1. Register on IB Pro:
e Set or confirm your email and mobile number
e Setyour password

2. Loginon IB Pro with your new credentials

3. Ifyou are a signatory — download the new MCB Maldives SmartApprove App from
stores (App Store, Play Store or Huawei Store)

Note: You must first login to IB Pro on your computer / laptop before you register on SmartApprove.
Please login on Smart Approve using your IB PRO credentials (email/mobile number and password set
during registration).



3. Is Internet Banking Pro mobile-friendly?

Internet Banking Pro is web responsive, but for the best user experience, we recommend that you use it
on your desktop or laptop.

4. | need help using Internet Banking Pro? Who should | call?

For technical assistance on how to register and use Internet Banking Pro, please contact us on 3305375.
For all other queries, please reach out to your dedicated Relationship Manager or Customer Service Team.

Registration

5. Is the registration a one-time process?
Yes, you will only need to complete the registration once.

Once you have registered, as and when other companies to which you are linked to, are migrated to IB
Pro, you will see them on the new platform.

6. What must | have handy to seamlessly complete the registration
process?

Your email address and mobile number will be used as a unique identifier for logging onto IBPro.

e A unique email address.
e A unique mobile phone number.
e Mobile phone

The OTP for registration will be sent via SMS to confirm email address and mobile number.

Therefore, the email address and mobile number should be unique and exclusive to you i.e. it should
not be used by any other third parties including but not limited to colleagues or family members for
banking purposes.



7. Registration for Internet Banking

Step 1: Fill the IB Pro registration form obtained by contacting your Relationship Manager.
Once your profile has been set up you will be notified by email to register on the platform.

Step 2: Go on MCB’s website and click on Internet Banking

Everyday Banking v MCB Select v Cards v Credit Facilities v International Transfers v

Convenience at your
fingertips with
MyMCBCARD

Step 3: Click on register to get started and select ‘New user’:

s

Log i to Internet Banking Pro

Register to get started

New user

You are new to our Internet Banking Pro service >

Step 4: Insert your email address and mobile number provided on the application form, and
check your mailbox for activation of your account (remember to check your junk mail):



Complete your registration to the new platform Complete your registration to the new platform

< —

Activation email

Step 5: Upon validation of email, input OTP sent via SMS to your registered mobile number

Complete your registration to the new platform

@®
Activation ema Verification Set new passwor Login
Verification
tto 1234
Ent oTp

Step 6: Create and confirm password. Check the contact details displayed and click on

‘Continue’.

Complete your registration to the new platform Complete your registration to the new platform

®

Set and confirm new password

A\ Passwore d Requirements

i

You can now log in with your new credentials on Internet Banking Pro.



Welcome to Internet Banking Pro

Log in

8. Which credentials should | use to log in to the new platform?

You should log in to Internet Banking Pro using either your work email/work mobile number and password
set up previously.

9. Why can’t | see all my companies on Internet Banking Pro?

Companies are progressively being migrated to the new platform, and you will soon be able to view details
and transact for all your companies. If unsure, please contact the Customer Service team.

Signatory

If you are a signatory, don’t forget to download MCB Maldives SmartApprove from stores.

10. How do | access SmartApprove?

MCB Maldives SmartApprove can be downloaded from App Store, Google Play and Huawei App
Gallery:

& Aopsiore & Ropcaiery
Once you have completed the registration process to Internet Banking Pro, please ensure you log in
at least once on IB Pro before registering to SmartApprove.

Kindly use the same new credentials to access SmartApprove

Note: For more information on how to register on SmartApprove, please refer to the guide in this
document.

Self-service



11. What should | do if | have forgotten my password or my
account is locked?

Select need help logging in and choose between the two available options.

e ce

Log in to Internet Banking Pro

Register toget started

You will receive an OTP via SMS:

Can'tlogin Unlock my account

Need help logging in

Which issue are you experlencing while trying tolog in? Verification
Using Internet Banking Pro
12. Why is there a heart next to my accounts?

Clicking on the heart enables you to designate an account as a ‘favourite’. You can then access these
accounts faster as they are pinned at the top of the accounts overview page.

Accounts

Favorites (3)

: (= 1]
ST T ”
13. How to download statement and advices?

You should go on ‘Statements and Advices’, select the relevant account.

Statements, Advices and Reports are now displayed in separate tabs to ease the retrieval of the relevant
document type.



You can now search for your account statements, by clicking on the Year tab. All documents for this year
will be displayed. There is no need to apply filtering for statements.

Documents & statements & Accounts(9)

Curren! it account it
MUR15.929,570

Statements Advices Reports

o EE we wm wm me ww

Results (2 document Items perpage 20

Date generated ~ Document type Filename

Advices and Reports are displayed automatically for the last 60 days. You can use

the date filter to look for documents that are older than 60 days.

14. How to download merchant statements?

Select “Merchant Statements” on the menu and select the relevant option:

= A Internet Banking Pro

Merchant statements

Accounts

Use the options below to find the documents you need.

‘ O You can retrieve documents for the past seven years, one month at a time.

Cards .
Select an option

Cards overview

Last 30 days v
Move money Pick a date range

20/09/2023 - 20/10/2023 a Clear

0

15. How do | initiate a transaction on Internet Banking Pro?

Click on “Create Payment”, select the required payment type, and fill in the details:



= « Internet Banking Pro

Accounts C
reate payment
Cards
Eavara 0 For requests involving different currencies submitted after 14:30 on Sunday to Thursday (UTC/GMT +5 hours):
i) transfer shall be done on the following day
Move money ii) the exchange rate prevailing on that date shall apply

iii) For MIRA and CUSTOMS payments, please go to ‘Bill Payment’

~+ Create payment )
Please refer to the MCB Website for applicable fees and charges
§ Manage payments

Templates
&8 Bulk approval Payment type

Batches Select a payment type ~

Finance Management

Personal Own account transfer

MCB account transfer
Other local bank transfer
Foreign currency transfer

Pay a bill

Review, confirm your payment and submit for approval (according to the approval policies of your
company)

Your newly created payment can be found under the ‘Manage Payments’ dashboard on status ENT
(Entered).

Approvers will have a maximum of 7 calendar days to fully approve a payment after this payment is
initiated. After the 7 days- the payment will expire and will have to be re-initiated.

Manage payments

Accounts & Cards
Accounts
One-off Standing
Statemants & advices —
Transactions

Move money A New account information
Create payment r

Manage payments

a =Filter All orders
Templates A

Personal
Contacts

Status From To Payment type Cey Amount Exec. date
My Profile

Current Account - 0000 Current Account - 0004 o

Company Admin Ent e e e A oo o0ooocu W account transfer uso 300 vs23

Ace Current Account - 0001 Current Account - 0000 Own account transfer Uso 800000  12/20/22

XK XK XXX XO0K XXX I} JO0DK JKK KX KO0 X




16. How to select another account for foreign currency

transfer charges?
You may now select the account from which charges associated to foreign currency transfers are
debited by clicking on the arrow to display all the available accounts.

& & Internet Banking Pro

5 this transfer for importing controfled goods?

o . .::.....
e o]
Cmpngaczzann G 15,649.45 CNY

17. How to set up a standing order?

Step 1: Select the payment type and define the frequency by selecting the required frequency and
end date (if applicable):

Payment detalls

At Delivery - Monthly, from 2 Jun 2023
o Frequency
Bereh iy same Moty " |
Accout mamizer Morahly
Evary 3Months
Arrualty
—
Payment information
Casorpoan iogeonall [nu
0 Hever
5~
On date
Delivery - 1Jun 2023 (Today) Bly selecting a recurring payment frequency, you are satting up 3 standing order. Requests must be submitted ore [1
- . rk
coun Piease refer 1o the MCE website lor the applicabie fees and charge

m Clm' a” ﬁtk‘i

Note: Standing order is available for own account, MCB account and Other local bank transfers only.



18. How can | cancel my existing standing order?

Go on “Manage Payments” then on “standing”, click on “...” on the right-hand side to cancel your existing
standing order:

= & Internet Banking Pro ﬁp

o GIVENNAMESS165..

Manage payments

One-oft Standing
Q = Fie
sas Fom o Payent type o mount Freauency
Current Account - 000160537851 paul Other focal bank transfes - Standard MUR 0050 Yearly
Currant Account -000160537551 roksha MCB sccount transfer MUR 578600 Quartery  Edit
Cane
= Current Account -000380524139 Current Account -000011526853 Ownnaccoun — MUR 23500 Quarteh
P < Current Account 00014053751 Gwn account transfer MUR 56702 Yearly
parsonsl ;
. as Curent Account - 000010025065 pau Other local bank transfer - Standard MUR 230050  Quarterly

19.

Pro?

How do | create a beneficiary (contact) on Internet Banking

Option 1: On the new Internet Banking platform, any user can create a beneficiary.

However, for enhanced security measures, signatories must now approve the creation of new
beneficiaries.

When initiating any payment, you can save the beneficiary details as a new beneficiary.

= A Internet Banking Pro

Accounts

Cards

Favara

Mave money

+ Create payment
& Manage payments
B Templates

@ Bulk approval
Batches

Finance Management

Personal

Beneficiary name (1)

Save as a new beneficiary

Account number (1)

Payment information

Description loptional) (D)

@ The transter currency must be either be in the Source or Destination Account currency.

New beneficial
Option 2: Via Personal > Beneficiaries, select and the appropriate payment type:



Beneficiaries Mew bengiclary

My beneficiaries My requests Pending approvals
. N Export all beneficiaries
Q
fun & m i
fun Beneficiary details
Create beneficiary X

Select a payment type to create a beneficiary

° MCB account transfer ) Other Local Bank () Foreign Currency Transfer

Beneficiary details

Template ID (optional)

Beneficiary name @

Account information

Account number

.

Once a Beneficiary is created, it will appear under My Requests. This beneficiary cannot be used until
it is approved.

Contacts
My conta My requests
s Nome P
- ABCCOMPANYLTD e ®
TEST CONTACT i Today ®

Approving or rejecting a Beneficiary:
Only signatories can approve the creation of a Beneficiary.

Go to Beneficiary > Pending approvals and click on the ‘tick’ or ‘cross’ icon.



My contacts My requests Pending appeovals

Stata Mare [ Crmation date

USD BENEF

XAF Contact

Once a Beneficiary is approved fully, it will appear under “My Beneficiaries”.

This Beneficiary will also be displayed on the drop-down list of beneficiaries under the relevant
payment form.

You can use this upon initiation of any new payment.

If you were an existing MCB Internet Banking customer, your previous beneficiaries will be
migrated to the new system.

Note: Only existing valid beneficiary will be migrated onto the new platform

20. Is it possible to extract a list of my Beneficiaries on IB Pro?

Yes, go to >> My Beneficiaries >> Export all beneficiaries.

Beneficiaries

My beneficiaries My requests Pending approvals

2 Export all beneficiaries

fun & o] i



21. How to know who created or approved a beneficiary on
Internet Banking Pro?

Go to ‘My Beneficiaries, search for the beneficiary and click on the icon. This will show you the
approval history for that beneficiary.

. .
Beneficiaries
My beneficiaries My requests Pending approvals
Q Export all beneficiaries
F fun & o 27
22.

How do | approve or reject my transactions on Internet
Banking Pro?

Step 1: Go to Manage payments dashboard, click on the relevant tab as per the type of payment initiated;
one-off or standing

= ,gf, Internet Banking Pro

Manage payments

Accounts & Cards

Accounts

One-off Standing
Statements & advices —
Transactions
Create payment

Step 2: Next to your payment, click on the ‘tick’ or ‘cross’ icon to approve or reject your payment

Manage payments

One-off Standing

A, New: account information
q = Filter

Status  From T

Gi  Current Account - 00001 Current Account - 0004
L5 MEBL 5000 G000 X8 L5 MEBL 0000 0006 100




Step 3: As part of our 2-factor authentication, you will need to authorise this payment via SmartApprove
(more details on SmartApprove)

Authorise payment via MCB SmartApprove

Check your device:

MobAHM-250

Please authorise this payment through your MCB SmartApprove app.
When confirmed, this page will refresh.

Didn't receive the notification?

& Note: Navigation away from this modal will result in a cancellation of this

transaction signing process.
Cancel

23. Why was my transaction rejected by the Bank?

The rejection reason will be displayed on the Payment Order on the “Manage Payment”
dashboard (status REJ):

@ CPTY.ACCT.NO:1:1=NO ACCOUNT EXISTS

From To
TC

Current Account - >
000444

Amount
10.00 MUR

Start on Frequency
January 13,2023 Monthly

End on
February 13,2023

Internet Banking Pro reference number
BBa569853f%

We may have cases where the payment order has failed as there was a time-out between IBPro and Core
Banking system.

In this case, you will find this error message: System error. Please check your transaction and re-initiate
the payment if required



Q System error, Please check your trarsactions and re-initlate the payment if
reciuired

Please check your transaction list to confirm that your account has not been debited and re-initiate the
payment as required.

24. Where to find the bulk payment features?

Bulk payments are now available under the “Batches” menu >> create batch:

= € Internet Banking Pro

Accounts

Create batch

Cards

Favara

Batch type

Move money

Batches Select a batch type to upload

FFII Create batch

& Manage batches Bulk Payments

Up to 2Mb in *txt format

25. What should | do in case | want to change my log in
credentials?

You can have only 1 email and 1 mobile as credentials. If you want to amend your log in credentials, please
go to “My Profile” >> contact details and click on edit:

= o Internet Banking Pro

John doe@email.com

==

Amend the required information and click on update. You will be requested to authenticate yourself:

1. Through an OTP via SMS (local basic users), WhatsApp (international basic users) OR

2. Through SmartApprove for signatory users



My Profile

" Contact details. Login & Security Notification setting
e
John Doe

Your contact details

@ AOTPor for
‘eeiication purpses before ou can update yous detaik

Email

Iohn.deeBemail.am

Mobile numbe

Select

]

26. How do | change my password on IB Pro?

Go on “My Profile” then select “Login and Security” and then change your password:

Contact details Login & Security Notification settings
Accounts _—

Aceounts overview
Statements &advices

Transactions Change Password

Change Password

To change your password, we must verify your current one first.

Createpayment Current password

Manage payments |

Bulkapproval Your new passward must contain:

 Aminimum of 8 characters
= Atleast one special character

* Atleast one digit

« Atleastone UPPERCASE letter
« Atleast one lowercase letter

New password

o Pt Confirm new password

Change Password ‘ Cancel

27. How to log out or switch to another company on IB Pro?

You should go on the right hand side of the page and click on the drop down arrow to open the additional
menu:

b i
Accounts o Dotane
Allsccounts i
[pp—
e o Jur— S

To switch to another company, you need to click on “Change Company”:

faod

My Prefile

Logout




28. How to access consolidated account summary?

If you are linked to more than one company, you can access your consolidated account summary. This
feature gives you a consolidated view of all your current and savings accounts across all the companies
that you are linked to.

Select company (17)

A ABCOMPANYLTD
- DEFCOMPANYLTD
G- GHICOMPANYLTD

KTEST SMARTAPPROVE NICE

| View consolidated account summary > |

You may select 1 company or select all at one go:

Consolidated account summary

Sebect company to vi omsolidated account summary

= ]

A Select company (3)

SHORTNAME1
SHORTNAME4

SHORTNAMES

You may export an excel version of the consolidated account summary

Consolidated account summary

Select company to view the consolidated account summary

SHORTNAME1 +2others v

Current and saving accounts

ol SHORTNAMEL n
@D vursr7691531 >

o SHORTNAME4 . =
- MUR299,044.45 ™




Security

29. Is Internet Banking Pro secure?

We have ensured that Internet Banking Pro has the highest level of security to keep your accounts safe. It
also features an enhanced security layer for the creation of new beneficiaries, which now requires the
approval of signatories.

30. How do | ensure that my accounts are safe while
transacting online?

Itis imperative that you safe-keep your password and never share it with anyone. As a preventive measure,
change vyour password frequently. Report any suspicious messages or emails to
contact@mcbmaldives.com When using IB in a public place, use the virtual keyboard to log in. More
information on our security center.

SmartApprove

31. What is SmartApprove?

SmartApprove is a mobile application to be used by signatories to approve transactions.

Features of SmartApprove are as follows:
e 24/7 access to all your pending transactions
o View a summary of pending transactions per company
o View status of your transactions
o Approve your transactions seamlessly
o Multiple selection and approval of transactions
e Dashboard
o Provide updated status of your transactions
o Allow filtering by transaction type and status
e Added security
o Secure Socket Layer (SSL Security) for fraud prevention
o Receive notifications when making a payment to a new beneficiary, an existing one with new
account details, or a beneficiary to whom payments have not been made during the last 18
months
o Set up or disable biometrics option

Note: No need to validate the transactions on Internet Banking Pro. You can do it directly on
SmartApprove.


mailto:contact@mcbmaldives.com
https://www.mcb.mu/en/personal/security-centre/online-and-mobile-security/

32. How do | access SmartApprove?

SmartApprove can be downloaded from App Store, Google Play and Huawei App Gallery):

2 Available on the

« App Store " éoégle Play

Once you have completed the registration process to Internet Banking Pro, use the same new credentials
to access SmartApprove with the possibility to receive your OTP via SMS or email.

33. How to register on SmartApprove?

Before you begin the registration process, please ensure that you have logged in at least once on your
desktop / laptop.

Stepl: Tap Register now

Step 2: Insert your credentials used to log in on Internet Banking Pro (email or mobile number) and click
on Get started

e |f mobile number, it should include the + sign and the country code (ex: +230...)

&cs

Loginwith your Internet Banking Procredentials

Setup account and register device

4 Verify your device with one time pasword
(oTP).




Click on the field where the masked mobile number is displayed to activate the Continue button

Step 4: Click on Continue so that the OTP screen is displayed, and insert OTP received on mobile number

Step 5: Add extra layer of security (biometric)

Step 6: Create and confirm mPIN

34. Which operating system (OS) versions are compatible with
SmartApprove?

SmartApprove will be compatible with i0S14 and above for iPhone users and Android 6 and above for
Android users.

35. Can | still use my token to approve my transactions?

SmartApprove is a unique tool to seamlessly approve transactions initiated on Internet Banking Pro.



36. How do | authorize a transaction with the new
SmartApprove?

Please follow these steps:

e Login on SmartApprove with the same IB credentials created on Internet Banking Pro (either email
or mobile number).

K
Approvals

e C(lick onthe icon to view the list of transactions to be approved.

37. What is the alert icon & display next to foreign currency
transactions?

This alert icon will be visible only for payments to a new beneficiary, an existing one with new account
details, or a beneficiary to whom payments have not been made during the last 18 months.

38. How secure is SmartApprove?

The industry-standard security measures have been used to ensure that your transactions and personal
information are protected when transmitted online.

SSL (Secure Socket Layer ‘128-bit encryption’) is used to protect the information being transferred over
the Internet.

39. When will you be notified via your mobile phone?
When you will be required to use SmartApprove to approve a transaction.
40. How much time do | have to authorize a transaction?

You will have 7 calendar days.

41. How to unlock my SmartApprove?

Click on forget mPIN and you will be re-directed to the onboarding process:

Wcs Wco
...............
Logi
s [

Authorising payments securely

i 2 i
s 2 5
1 5 LB

0 @




New Terminologies on Internet Banking Pro

New

Terminologies Description
Contacts The recipient/beneficiaries of funds when doing a transfer
Standing Standing order
Batches Relates to bulk payment

Entered (ENT)

A transaction initiated and waiting for approval on the dashboard

Processed (PRO)

A transaction that has been authorized and fully processed

Accepted (ACC)

A transaction that has been approved and pending further
processing or checks by the bank

Ready (REA)

A transaction that has failed to be processed by the bank. If you see
such a status, please check your list of transactions to determine
the status of your transfer before re-initiating same

Expired (EXP)

A transaction that has expired 7 business days after creation date
and not yet approved.

Rejected (REJ)

This will mean that an initiated transaction has been rejected

Acknowledge
(ACK)
(for batches only)

File is being transferred to our Core Banking system for processing

Basic User

User that can initiate transactions, view and download statements
and advices

Signatory user

User that can view accounts, validate new beneficiaries and
authorise transactions

OoTP

One time password sent via SMS or email

New details of status on SmartApprove

New status Description

Entered Transaction to be approved

Pending Transaction pending to be approved

Processed Transaction duly approved
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